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Abstract
Keywords Wireless Body Area Networks (WBANS) are rapidly emerging as a transformative
WBAN, healthcare, wearable component of healthcare, allowing for the seamless integration of technology and
devices, energy efficiency, security,  medical science to improve patient care and clinical outcomes. These networks are
IoT, Al made up of small, intelligent, and low-power sensor nodes that are either worn on

or implanted in the human body to continuously monitor physiological signals like
Article History heart rate, blood pressure, temperature, glucose levels, and so on. This study
Received on 30 April 2025 provides a full overview of the WBAN architecture, its primary components
Accepted on 14 July 2025 (biosensors, communication modules, and base stations), and the underlying
Published on 30 July 2025 communication protocols that allow reliable data transmission. The primary focus

is on the real-time use of WBANSs in health monitoring systems, which enable
Copyright @Author remote patient observation, minimize hospital visits, and assist early diagnosis and
Corresponding Author: * preventive care. We also investigate how WBANSs improve healthcare delivery for
Muhammad Talha Tahir the elderly, the chronically ill, and those living in rural places. The study also
Bajwa covers crucial concerns such as sensor device battery life, the necessity for secure

and private data transmission, interoperability issues, and assuring data integrity
and accuracy in a wvariety of situations. Various methods and current research
trends for overcoming these issues are explored. Finally, the study discusses
potential future options, such as combining WBANs with Al, Big Data analytics,
and cloud computing to improve decision-making, predictive analysis, and
individualized therapy. WBANS' continual evolution has the ability to profoundly
transform the global landscape of digital health and smart healthcare systems.

INTRODUCTION
Over the last decade, rapid advances in Wireless impact on a variety of disciplines, particularly
Sensor Networks (WSNs) have had a substantial healthcare. Among these developments, Wireless
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Body Area Networks (WBANSs) have emerged as a
disruptive  technology capable of continually
monitoring physiological indicators in the human
body in real time. WBANS are a type of WSN that is
specifically developed to assist health-related
applications by putting smart sensors on or inside
the human body. [15] These sensors aid in
monitoring vital signs and detecting abnormalities
associated with various diseases and health
conditions, allowing for timely diagnosis and
intervention.

With the exponential growth in the global
population and the rising burden on healthcare
systems, There is a growing demand for 24/7 health
monitoring that is both efficient and affordable.
WBANs meet this requirement by offering remote
and unobtrusive health surveillance, hence
eliminating the need for frequent hospital visits. This
technique connects small, low-power sensor nodes
via radio frequency wireless transmission to a remote
processing unit or cloud infrastructure for analysis.
These nodes are commonly seen in wearable or
implantable medical devices [20].

WBANSs are divided into two categories of medical
devices: (i) wearable devices and (ii) implantable
devices. Wearable sensors are outwardly attached to

Sensor Nodes

Coordinator —»g

the human body, whereas implantable devices are
surgically implanted within it. Wearable devices track
surface-level health factors such as heart rate,
temperature, and oxygen saturation, whereas
implantable sensors monitor internal conditions like
glucose levels or cardiac activity. [3] These gadgets
can send data to healthcare specialists or prompt
users to perform specified actions depending on real-
time analysis. This capability not only enhances care
quality, but it also allows for more tailored and
preventive healthcare.

Furthermore, WBANSs have applications outside of
medicine, including sports performance analysis,
military monitoring, and personal fitness tracking.
The combination of WBANSs with new technologies
such as Al, ML, and IoT is projected to improve
healthcare systems' intelligence and autonomy [16].
Despite their potential advantages, WBANs face a
number of challenges, including energy efficiency,
data security, communication reliability, and
scalability. [4] Nonetheless, continuous research and
development are addressing these challenges,
opening the way for next-generation healthcare
systems that are more intelligent, accessible and
patient centred.

—

Gateway

|

Server

Fig, 1: Basic Architecture of a WBAN

ILRELATED WORK

Wireless Body Area Networks (WBANs) have
received a lot of attention in recent years because of
its potential uses in healthcare monitoring, chronic
illness management, and emergency response
systems. Numerous studies have contributed to the

design, development, and improvement of WBAN
technologies, with emphasis on energy efficiency,
system architecture, sensor integration, and data
security [2].

One of the first studies presented a system
architecture geared exclusively at continuous
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cardiovascular ~ monitoring. = The  prototype
demonstrated the effective use of wearable sensors to
monitor patients in real time, laying the groundwork
for future WBAN applications [6]. Another
significant accomplishment was the development of a
wearable physiological monitoring device that
incorporates mobile health services and allows for
remote patient monitoring via wireless
communication networks [8].

Further investigations provided a full assessment of
wearable sensors, emphasizing their importance in
rehabilitation and elder care. These studies
emphasized the importance of creating user-friendly,
low-power, and dependable monitoring devices for
long-term and mobile healthcare applications [5].

In terms of network performance, extensive surveys
were carried out to evaluate WBAN communication
topologies. These efforts emphasized the importance
of energy-efficient routing protocols, optimized MAC
layer strategies, and effective frequency spectrum
utilization. Critical issues such as signal path loss in
on-body communication and interference with other
wireless systems—particularly in hospital settings—
were found and explored [19].

There have also been efforts to integrate WBANSs
into telemedicine frameworks. A multilayer network
architecture was developed to provide efficient data
collecting and transfer between body sensors and
healthcare facilities. These models also measured
Quality of Service (QoS) metrics like latency,
bandwidth, and packet delivery rates, which are
critical in time-sensitive medical scenarios [7].
Security and privacy remain important
considerations for WBAN deployment. Recent
research has addressed these issues by offering
lightweight encryption approaches for securing
sensitive physiological data sent wirelessly. The
vulnerability of body sensors to cyberattacks further
underlined the necessity for robust and scalable
security mechanisms [1].

Emerging research has also investigated the
possibility of machine learning in WBAN systems.
Algorithms for early detection of diseases such as
diabetes and arrhythmia have been developed based
on sensor data. These intelligent systems can
recognize  abnormal  trends and  provide
individualized  healthcare  suggestions,  which
improves clinical decision-making [9].

Overall, the examined research confirms that
WBANs have great potential for future healthcare
systems. However, difficulties such as
interoperability, power management, downsizing,
real-time data processing, and cybersecurity remain
active research fields. Future paths are likely to
include integration with cloud computing,
blockchain  technologies, and next-generation
wireless systems such as 5G to ensure improved
performance, scalability, and patient data safety [18].
Recent research has also highlighted the importance
of context-aware computing in WBANs, in which
systems adapt to environmental and physiological
conditions. Also investigated were mobility-aware
routing strategies that ensure data integrity and
connection stability while patients are moving, such
as walking or exercising. These adaptive strategies
help to construct more intelligent and tailored

healthcare systems with WBANSs [10].

I1I. ENERGY EFFICIENCY IN WBAN

In Wireless Body Area Networks, energy efficiency is
critical because batteries are anticipated to be used
for months or years rather than days [17]. This is
especially useful for embedded sensors where a little
action such as changing the battery is required. The
development and implementation of power-efficient
MAC protocols for WBAN systems has become a
well-known research topic in recent years.

Applying the IEEE 802.15.4/ZigBee standard to
Wireless Body Area Networks is one of the most
costeffective and power-efficient methods of energy
management. In our work, we predict that the
physical layer will be implemented at a frequency of
2.4 GHz and a bit rate of 250 Kbps, allowing for two
methods. In the Beacon-Enabled method, the
personal area network or Coordinator sends beacons
on a regular basis to synchronize the nodes that are
connected to it and identify the PAN.

The IEEE 802.15.4 ZigBee standard is used in a
beacon-enabled method, and the Wireless Body Area
Network Coordinator Journal sends beacon-frames
every Bea-Interval (BCI) to observe its WBAN and
integrate sensors that are linked to it to indicate the
super frame architecture.

The architecture of the super frame is described by
two parameters, Boarder (BO) and Superorder (SO)
[14].

https://sesjournal.com

| Bajwa et al., 2025 |

Page 1215


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 3, Issue 7, 2025

In non-beaconed enabled mode, the coordinator
does not dispatch beacons [6]. The effectiveness of
the recommended telemedicine system was tested by
altering the power of the sensors for various routing
protocols based on a mobile ad hoc network. Mobile
ad-hoc networks are a realized kind of wireless
networking in which mobile nodes communicate on
an ad hoc basis. In the multi-hop routing protocol, a
node counts the cost function by using instructions
such as recognition, position, and velocity, as well as
the energy of its neighboring nodes. From a source
to a destination, multi-hop or ad hoc wireless
networks deliver statistics across two or more wireless
hops. The suspicious research suggests that the begin
multi hop routing technique increases packet
transmission and network lifespan.

Energy efficiency is a key issue in Wireless Body Area
Networks, and numerous studies have focused on
various aspects of this topic. A health monitoring
system has two types of data transmission: (i)
intercommunication between physiological sensors
and medical base stations, and (ii) sending process
information to medical auditor servers. [13] This will
result in a constraint on animation in sensors. Data
transmission is a primary cause of energy diffusion.
The WBAN is made up of several small, light-weight
sensors that use batteries with a limited amount of
energy. As a result, developing a long-term Multi-
Patient Monitoring System requires an energy-

efficient  WBAN system. A specific WBAN

Wireless Body Area
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implements a simple network topology due to
capability constraints while enclosing elegant
protocols and signal organizing algorithms, as well as
the high standard of service required by health
monitoring systems. In WBAN communication,
power control (TPC) is a well-studied research area.
[12] It provides a manageable and experimental
method to achieve energy efficiency without
sacrificing consistency in WBAN.

IV. WBAN ARCHITECTURE

A typical WBAN architecture includes three basic
layers:

1. Sensor Nodes: Sensor Nodes are small wearable
or implantable devices that track physiological
parameters.

2. Coordinator Node: The Coordinator Node
collects data from sensor nodes and transmits it to
an external device or gateway.

3. Communication Network: Shares collected data
with remote servers or cloud systems for analysis.
WBANSs depend on communication standards such
as' [EEE 802.15.6 and IEEE 802.15.4 (used in
ZigBee), Bluetooth Low Energy (BLE), and Ultra-
Wideband (UWB) to maintain low power

consumption and high data accuracy.

Healthcare
Hub Node Server Systems 9
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Fig, 2: Overview of WBAN Communication Model
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V. ENERGY EFFICIENCY TECHNIQUES

There are several types of energy efficiency
techniques:

Data reduction is a mechanism for reducing the
quantity of data that has to be saved in a data storage
system. It increases storage capacity and reduces
costs. It can be accomplished utilizing a variety of
technologies. The most well-known data reduction
strategy is data duplication, which reduces redundant
data from storage systems.

Protocol overhead reduction community
manipulation strategies are used to control the flow
of site visitors and provide effective data delivery in
communication networks. The goal of protocol
overhead reduction is to increase protocol efficiency
by lowering the overhead. Power green routing is a
routing protocol that should be created with the goal
of boosting community lifestyle time while lowering
strength  consumption  through  quitto-quit
transmission and avoiding nodes with low surplus
electricity.  [11] The responsibility cycle is the
percentage of time at which an object, tool, or system
is used. The obligation cycle can be calculated as a
ratio or a percentage. Topology control is the
adjustment of the connections transmission powers
in order to satisfy network-extensive assets, including
connectivity, low interference, and capability growth.

Network deployment: In a WBAN, the number of
nodes is limited, resulting in significantly less node
redundancy than in a WSN. Furthermore, when
compared to the WSN environment, WBAN nodes
are relatively easy to reach. If a node fails, it affects
the entire WBAN. Thus, each node should be prone

to mistake.

Node Design: In a WSN, every node has the same
attributes, and the scale of the nodes is insignificant.
They serve the same purpose and are unlikely to be
portable. However, with WBAN, distinct physical
signals are collected using unique sensors, and nodes
are placed as human body movements. The smaller

node  ensures  maximum  versatility  and
biocompatibility.
V1. METHODOLOGY

To better understand the architecture, operational
mechanisms, and practical applications of WBANs

in healthcare, this study takes a qualitative approach
based on extensive literature review and system
design evaluation. Sources were chosen based on
their relevance, timeliness, and contributions to
WBAN development—such as sensor integration,
communication protocols, and power efficiency.

The study compared alternative WBAN architectures
and technologies, with an emphasis on wearable and
implantable devices, communication protocols such
as IEEE 802.15.4, and energy-efficient routing
algorithms. Furthermore, current security
frameworks and integration with IoT and Al-based
systems were assessed for their efficacy in real-time
monitoring and patient care delivery.

Previous simulation-based findings were also
examined to determine the feasibility of energy
harvesting and lightweight cryptographic algorithms
in WBAN contexts. The findings were analysed to
highlight obstacles, research gaps, and future
directions for establishing effective WBAN solutions
in healthcare. Furthermore, practical issues such as
sensor  deployment  tactics, environmental
adaptability, and user comfort were discussed. Cross-
domain developments in smart fabrics and edge
computing were also explored, highlighting emerging
trends in next-generation WBAN systems.

VIL ISSUES AND CHALLENGES IN WBAN
Discussion of the safety issues associated with
WBAN honestly demonstrates the desire for
additional research in this area, despite the fact that
several studies are currently underway and a few
open questions remain. In actuality, protection,
privations, and high-quality of service (QoS) should
be evaluated. The majority of research has focused
on protection as a man or woman concern, whereas
QOS and safety in conjunction with privations
provide a superior platform for healthcare
applications that use WSN. Sensory gadgets in
domestic care systems transmit data to the primary
device outside of their on-the-spot radio range.
Message forwarding and routing are thus vital to
provide up-to-date verbal interchange, and while
numerous routing strategies were advised for sensor
networks, none had good security safeguards.

DOS or DOS attacks are frequently identified as the
source of safety vulnerabilities in routing protocols.
Malicious records can also be added to the
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community via the router. Furthermore, cutting-edge
suggestions are specifically built for static Wi-Fi
sensor networks with mobility within the network.
WBAN mobility with respect to each different want
will be faced in WBAN:-specific routing protocols. In
addition, the need to integrate WBAN with cell
phones for m-fitness applications necessitates similar
research into the development of dedicated software
and programs.

Another area of research that requires attention and
effort is the agreement with management. Believe is
the degree to which a node can be considered
agreeable, reliable, and comfortable while interacting
with other nodes. To be considered to exist, any
relied-upon nodes must be mutually affiliated. These
may be information aggregators or sensor nodes. A
wireless healthcare application requires trustworthy,
distributed cooperation across community nodes to
function properly. In healthcare programs, belief is
primarily evaluated based on exceptional, data
shipping, and node behaviour. As a result, control
structures are useful in identifying a node's level of
agreement. Even though acceptance for cellular
health care systems has been reviewed, consider
management should take an area at a time in order
to ensure the reliability of all events. With such
measurements, a WBAN may be depended on by
both patients and service providers as a tamper-
resistant and efficient device. The patient's clinical
data can be accessed by way of exclusive parties such
as doctors, nurses, pharmacies, and insurance
companies, who not only can make difficult
decisions, but also have special access to those
difficult statistics. In light of this, a high level of
consistent coverage sets is required to protect the
affected individual's privacy.

VIIL. FUTURE DIRECTIONS:
Future developments in WBANSs are expected to
concentrate on the following key areas:

e IoT and Al integration: Enables intelligent
diagnostics and realtime decision-making via
machine learning and cloud-based monitoring.

e  Energy Harvesting: Using solar, thermal, and
kinetic energy sources to increase sensor lifespan and
reduce battery dependency.

e Enhanced Security Protocols: Developing
lightweight encryption and efficient authentication
to protect data privacy while not overburdening
SeNsor resources.

e  Miniaturization and Biocompatibility: Using
biocompatible materials to create smaller, more
efficient, and non-invasive sensors that are more
comfortable and wearable.

Standardization and interoperability: Developing
universal communication standards to ensure
smooth integration with healthcare systems.

e  Context-Aware Systems: Creating adaptive
WBANs that respond to environmental and
physiological changes to provide more precise and
individualized monitoring.

IX. CONCLUSION

Wireless Body Area Networks (WBANSs) are a game
changer in modern  healthcare, providing
dependable, real-time monitoring options for
patients. WBANSs have a wide range of applications,
from chronic illness management and post-operative
care to geriatric support and emergency response.
They enable early diagnosis, minimize the need for
frequent hospital visits, and encourage preventive,
patientcentered  healthcare. Their capacity to
continuously monitor physiological indicators
increases quality of life, especially for people with
chronic medical disorders. Despite the apparent
benefits, WBANSs confront a number of significant
hurdles, including limited battery life, data security
concerns, signal interference, and scalability
limitations. However, ongoing advances in artificial
intelligence, energy-efficient hardware design, data
analytics, and communication protocols (such as
Bluetooth Low Energy and 5G) are gradually tackling
these constraints and improving the performance
and reliability of WBAN systems. This article looked
at the architecture of WBANSs, energy-efficient
communication strategies, and future technological
trends. To realize WBANS' full potential, future
initiatives must prioritize seamless interaction with
smartphones and wearable ecosystems, solid end-to-
end data security frameworks, enhanced energy
harvesting techniques, and user-friendly interfaces
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that encourage mass use. Furthermore, coordination
among healthcare experts, engineers, data scientists,
and regulatory agencies is required to verify that
WBAN solutions are ethical, patient-centered, and in
accordance with medical norms. Future regulatory
frameworks should evolve to meet rising concerns
about data privacy, wireless radiation exposure, and
longterm safety in implanted devices.  Finally,
WBANS are expected to play a significant role in the
development of smart, personalized, and connected
healthcare systems. As innovation pushes the bounds
of what is feasible, WBANs will not only improve
individual patient care but will also help with
broader public health initiatives, emergency
preparedness, and  distant  treatment in
disadvantaged areas. Their ongoing evolution will
result in a more responsive, efficient, and inclusive
healthcare sector.
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