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Abstract
Today, the ever-growing Internet of Things revolutionizes the face
of digital connectivity. loT devices are proliferating while 5G
networks are constantly being deployed all over the world. All these
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new developments bring the problem of privacy concern for these
low consumption, less computational lIoT devices. This paper details
an advanced security framework for the protection of those devices
by integrating Al and blockchain but in focus on real-time anomaly
detection and decentralized data integrity. This research will employ
systematic literature review to determine the current solutions that
reveal Al-based solutions for network anomaly detection and
blockchain to secure data without central control. It will adapt Al to
ensure the best threat detection and protection through blockchain
for the best possible protection of data against attacks like
unauthorized access and DDoS attacks. The combination of Al and
blockchain seems to represent a good solution for 5G securing the
Internet of Things by creating a balance between protecting data
and energy efficiency. The limits of the power of computational
devices indicate further refinements in these technologies at scale.
The future agenda of research should target at reducing the
computational demands along with standards to be created for
unified loT security. Therefore, the frameworks compared in this
paper review is efficient and secure in supporting a future-proof
5G-ready loT ecosystem against emerging threats and supports
high interconnectivity

Keywords: I0T devices, Networking, 5G, Al, blockchain, low-power
loT devices, decentralized security, Blockchain.

Introduction

Internet of Things (loT) was primarily introduced in 1999; The idea
of loT revolves around the word intelligence which means a quality
to independently acquire and implement knowledge." In fact, the
topic is only gaining momentum since that time with the advent
and proliferation of M2M. Smartness comes in combination with loT,
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that is a feature of devices capable of both applying and gaining
knowledge automatically.  Atzoriet al.envision loT from
three perspectives - an Internet-
Oriented view (emphasizes connectivity), Things-Oriented one
(focus on things) and Knowledge-Orienting view. ITU perspective is
along those lines, where everything gets connected. However, it
should be as transparent & unobtrusive in the user experience
when handling smart objects as possible.™

The Internet of Things (IoT) has changed our way of living,
bringing in numerous applications and services previously
impossible few years back. This means that loT ecosystem is
expected to be an essential stack in the future 5G framework. Yet
until those revolutionary systems are fully matured and realized, a
great deal of activity is aimed at squaring the security holes in the
innovative 5G design. This sets the scenario for our lives to become
more intertwined as these technologies converge, bringing with it
issues related security and privacy.""!

Over the last decade, several other products have been
developed in most parts of the world, categorized under the name
of loT. Unimaginable close to 15 billion Devices Networks
Connected Physically means nearly two devices per individual in
earth. And that the trend continues as, according to various
forecasts by different research institutions, close to 26 billion will be
connected by 2020. Most of them are loT and wearables®. Most
things probably by 2025 would have Internet nodes embedded
within them; this will multiply the numbers of internet-enabled
devices considerably.* Cisco suggests that there will be roughly 500
billion devices which will be available on the internet until the year

530



Vol. 2 No. 3 (2024)

Spectrum of Engineering Sciences

___Online ISSN

3007-3138

SPECTRUM OF Brint 1SSN
ENGINEERING [ 3007-312x

SCIENCES

2030. In like manner in 2013, Telefonica had indicated that in 2020,
out of ten, one car will not be on the Internet.

According to Ericsson’s estimate X" there are expected to be
approximately 28 billion connected smart devices worldwide by
2021, with greater than 15 billion of them expected to be linked to
electricity from M2M. The research also suggests that
approximately 7 billion of these devices will be engaged with
mobile networks such as 2G, 3G and 4G. With the use of multi-area
network (LPWA) technology the entire global loT space will
generate an income of approximately 4.3 trillion US dollars. *. The
current demands for technology-based communication (MTC), such
as intelligent communities *, intelligent buildings and monitoring *',
intelligent cities ' intelligent projects " far-end maintenance and
monitoring ™ as well as intelligent water equipment *, etc., have
brought about many connected devices that will affect the current
transmission capacity and future communication capacity.

5G Mobile Network Evolution Architecture
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Fig. 1. 5G mobile network evolution architecture
The aim of mobile network evolution is towards the new
requirement of network services, mainly to advance in terms of
performance and flexibility, with portability and energy efficiency.
The implementation of 5G introduces new principles for networking
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while improving on aspects like that®. The pace at which the
telecom standards organization is integrating novel concepts into
telecommunication networks is rapidly evolving* *i such as
integrating concepts like SDN, NFV, cloud computing, MEC, and NS.
(NS).*V All these should be developed with a new, software-driven
mobile network that will meet the needs of developing services for
the future.

SDN introduces the separation of control and data planes in
network devices. Centralization of network intelligence in a single
controller allows this setup to provide an abstract view of the
network infrastructure for both control and application layers. NFV
brings a new approach towards creation, deployment, and
management of network functions detaching them from dedicated
hardware that run as software-based instances. Cloud computing
and MEC offer scalable, on-demand resources to the network;
Network Slicing would support a myriad of traffic types in a 5G
environment, but security and protection of privacy become
concerns as attacks at vulnerabilities can cause catastrophic
failures.

The new wireless communication systems have emerged as a
base for many applications beyond just voice calls, including games,
online shopping, social networking, BYOD, smart home integration,
and cloud services, which is the new challenge to the developers to
solve *I i Phreaking, which initially targeted general data theft,
has become major cybercrime operations due to financial, political,
and personal interests *Vil » Additionally, with the increase in IoTs,
5G also faces different types of vulnerabilities **.
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Today, loT devices are deployed in various environments **.|P
cameras are being used by the police and customs to capture
biometric details for the prevention of crime and to make sure that
immigration of people becomes smooth . National aviation
safety authorities use GPS sensors to monitor airplanes to ensure
greater safety and emergency reaction times ™ 10T has also been
applied in primary production for agriculture progress. This
intrusion of privacy and security goes past the activities directly
carried out through a device in the daily life and talk, especially for
the smart speaker and IP cameras which are constantly on V. This
goes beyond that, data collected through such devices could never
have agreed to some people involved with them perhaps safe **.

Having intelligent speakers, toys, cameras, introduces privacy
and security concerns over the direct use of these tools to invade
the lives and conversations of those who live alongside them. For
example, always-on devices such as smart speakers and IP cameras
are not exempt *¥. Moreover, the data from these devices might
not be knowingly shared by users, nor properly kept i This is
very scary for smart toys because, by design, they intend to target
children as main users. The case for the Fisher Price Bear was an
intelligent device meant to be used interactively during play. This
was infiltrated by cybercriminals. The research established
vulnerabilities in the toy's various communication technologies and
sensors-including a nose camera-through which unauthorized users
might gain a root access into the gadget *ii. Although this
problem is a typical threat to loT devices, it is also known that even
the most common household appliances share similar security
weaknesses ¥ X,
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Researches till now predict that the increased of security features in
5G networks can greatly decrease invalidate access and potential
utilization . Future work can be focused on designing better and
more efficient malware detection mechanisms. Most of the
proposed solutions for securing 5G have not been tested on a large
scale in real field environments and implemented on a wide scale,
thereby achieving as much protection as possible. The
developments in artificial intelligence and. Other advanced
technologies including Internet of Things; blockchain and cloud
computing and many more can be provided with additional security
by means of 5G.ML is often proposed together with Al to fortify the
security of 0T devices mainly because it is deployed at the network
edge i XXV The most significant drawbacks of ML in improving
security and privacy are that attackers can exploit the same and
bypass the protection mechanisms *".

Machine learning (ML) is heavily applied in day-to-day life for
improving the online security and privacy aspects. ML refers to
developing an algorithm which learns with experience over given
data and predicts new events on statistical patterns X *Vilt has a set
of predefined rules which need to work to combat cybercrime by
using ML. The set of rules allows ML to make real-time decisions
that make security and privacy enhanced. An example would be
emailing spam filtering. In this case, an email provider or user may
set rules like a specific subject lines, hostnames email address, , key
terms, IP addresses, to be used by an email spam filter within an
algorithm in detecting and blocking unwanted messages Vi,
Although the underlying technology would be different in an IoT,
application of ML to secure an loT device is basically the same in
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concept. Filters can be defined using rules that augment real-time
security of the device without explicit programming.

Al is one of the major technologies in the defense side of
cybersecurity. As per the survey by Capgemini Research Institute, 69
percent of 850 senior IT executives said Al would let them respond
more effectively to cyberattacks, and 61 percent said Al was
required for threat detection ¥ || The capability of Al to operate
without being administered by a human makes it one of the
strongest advantages in the context of cybersecurity . Al computes
tasks in such a way done by humans it makes decision in almost the
same way as humans do as it is made on the same mechanism of
human neurons. It stores data in form of matrices and it copies
human way of making decisions in an organized manner'".

Prior Research

History in Mobile Network Security and Emerging Threats

In fact, different types of wireless systems were adopted by diverse
loT systems, namely 2G, 3G or 4G, and so forth and 5G which is
being implemented for billions of connections. Below lets evaluate
the security feature and drawbacks of these systems:

1G Security Environment and Weaknesses:

In the 1980s, 1G networks were analog and merely offered simple
voice services with no provision for data and roaming services ",
Their security was very basic. As encryption was unheard of at that
time, calls could easily be tapped. Mobile Identification Numbers
(MIN) and Electronic Serial Numbers (ESN) could be obtained using
radio scanners, thus making it relatively easy to clone phones .
More advanced versions offered analog scrambling but nothing
more advanced than that which is used in later generations with
high-grade encryption.
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2G Security Features and Challenges:

2G networks were digitized technologies launched in 1991, which
introduced SMS services for voice and messaging. Improvements
included subscriber authentication, radio interface encryption, and
SIM  cards for subscriber identity verification. However,
vulnerabilities such as spam attacks and weaknesses in A5/1 and
A5/2 encryption expose the 2G networks to real-time ciphertext-
only attacks. Moreover, the basic nature of roaming SMS, which is
to store and forward, exposes them to external internet threats.

3G Security Model and Threat Mitigations:

Mobile data applications and internet access entered with the
release of 3G back in 2001. Many of the previously existing flaws
were successfully dealt with it, while other new things in security
architecture were found to be access security and domain security
with improved protection of applications with measures towards
preventing false base station attack and increasing length of key.
Despite the above considerations, 3G Networks still presented
threat to both users and network in regards to eavesdropping
along with man-in-the-middle attacks for user and network
authentication.

4G Security Model and Threat Mitigations:

4G LTE primarily came into practice in 2010 for mobile networks
with an end-to-end all-IP architecture which provides speeds of up
to 100 Mbps. Here, advanced cryptography algorithms EEA and EIA
emerged as EPS encryption algorithms with key sizes as large as
256 bits, so security strength is almost double from what was
established in its predecessors, that is 3G V. Moreover, 4G networks
had introduced the AKA protocol, which was based on NAS and
RRC signaling for replay and integrity protection of the
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authentication message. The 4G backhaul traffic was also encrypted
with [Psec M,

This open IP architecture made 4G networks more vulnerable
to various threats originating from the Internet such as IP address
spoofing, TCP SYN DoS, user ID theft, and many other forms of
denial-of-service attacks VM ' Unlike previous non-IP protocols, the
IP core of 4G made the process of understanding and exploitation
by attackers much easier ¥ ™ It also paved the way for botnet and
APT attacks by high-powered 4G devices, and vulnerabilities
through non-3GPP networks like Wi-Fi and WIMAX are brought in
due to the fact that they have an inherently lower security level. The
main challenge is DDoS attacks; they still bring financial loss and a
new problem for detection in the IP-based environment.™
Privacy features and issues in 5g network:
5G networks envision smart services to the end-users, which pose
remarkable privacy concerns since such smart services involve
sensitive user data that includes identity, location, and private
details. Because of the handling and access provided by multiple
stakeholders on these data, leakage of private data is a serious
problem. This section focuses on user-centric privacy categories,
specific privacy concerns related to 5G networks, and privacy
objectives based on the 5G architecture. From the perspective of
cloud computing, it seems hard to address all such privacy concerns
for stakeholders of 5G since 5G is huge in scope and involves all
possible stakeholders, technologies, businesses, and regulations,
hence complex in nature. Technologies such as SDN and NFV relate
closely to the cloud perspective as well.
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Fig. 2 Mobile Network Security Evolution from 1G to 5G

Amongst systematic literature review, which one of the most
up to date has been recently undertaken as back return by Bacca
and Kitchenham ™ by Torres Carrin " focusing on analyzing in
deepness issues related with security features networks. The
paper is based on the planning and reviewing of a few issues and
privacy concerns that affect the performance of the networks and
the basis of security.
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Q. Tang ™, has in his paper, precisely explained the features of the
5G and furthermore, about the network's security. He even specified
how the issues of 10T could be resolved with network technologies
(IoT). Thus, the aim of research for this, a methodology has to be
developed that can be use to protect the LTE advanced network.
Author Ahmad I. studied different types of attacks and security
issues that are encountered in networks. He further discussed the
different security measures that the industry has adopted to curb
the issues. Some of these are the 3GPP, 5GPPP, and the Internet
Engineering Task Force ™

Referencing A. Dutta's study on "5G Security Challenges and
Opportunities," ™. He provided further discussion over a lot of
facets that entail security-related issues along with directions into
the future threat that will evolve on its standards. How such
progress has already been misused in industries. It described how
such various aspects in it that constitute its safety will unfold toward
the future. Many studies in reference to aspects related to
this type of security of 5G. Over the past years the of work on the
technology has increased drastically. It is also envisaged that
the researches on the security of network will rise in 202211,

As the authors pointed out,™™, the future of next-generation
wireless networks will be based on integration of connected
intelligence  within  communication systems, together with
advancement in networking and Al technologies. ™. Furthermore,
the authors in ™ state that the increased speed and lower latency
would be sufficient to allow the usage of already increasing
technologies like the wearable loT devices and autonomous
vehicles The authors expect that future networks will provide 3D
holographic projections of personal models for virtual meetings
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along with fused reality, physical internet, and embedded devices.
Most of the possible applications of the next generation networks
researched are not loT dependent but nearly all integrate or are
affiliated with the loT industry. Based on this, authors of it have
shown that one of the primary visions of 6G as an emerging
potential future a standalone network, which is actually just how loT
works. Although, as the authors in ™ and explain, there are security
as well as privacy concerns regarding a futuristic 6G network and
loT that current researchers are exploring into that will be affecting
security of the visions introduced.

In addition to being crowded on the existing networks due to

network congestion, what is needed for faster telecommunication
transmission includes of data with lower latency that was identified
as early as 2015 i bodv bav 1 g\ |atency and better performance
became a necessity of loT in industrial scenarios. Later the same has
been supported in the year 2017, by the authors of reference. With
all research on the improvement in latency and overall performance
within existing 5G network infrastructures ™ the present-day
networks start looking insufficient to meet their performance
requirements in terms of data communication from loT applications.
The congestion will continue to degrade the already slow
transmission, further delaying latency on existing networks.
In future networks like 6G, blockchain and Al will be crucial to
upgrade both security and operational capacities. The full
automation capability of 6G relies on Al, especially with regard to
intelligent edge computing, optimal resource management, and
further refinement of identifying users. However, new security
vulnerabilities will be dependent on the reliance on Al, attacking Al
to undermine network functionalities and data privacy.
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Fig. 3. Al-Driven Security Cycle

Blockchain will support Al as it encompasses methods Al
utilizes in terms of detecting and preventing types of blockchain
attacks, specifically 51% attacks; thus, when integrated with this
technology, the resistance against cyber threats in the network will
be stronger. Figure 3 In this way, Al can be used for the cyber-
attack detection that serves as feedback into the improvements of
blockchain security. An adaptive, robust security mechanism is
therefore brought about through this cycle of cyberattack detection
and Al-based responses to these cyberattacks contributing toward
a better security infrastructure for the network as such.

Increasing Internet of Things devices demand new network
architectures in order to handle the amount of bandwidth these
devices would require at unprecedented speeds. So much research
is being invested in this area today focusing on 6G and data
communication but yet there is much to be uncovered about
privacy and security issues. While discussions about Al, machine
learning, and blockchain still continue, it is specifically the physical
layer of the loT infrastructure that poses vulnerable security threats.
Strengthening these issues of which some have latency relations
will be pivotal to enabling secure future networks. So, the next
study could be aimed at developing strengthening in the physical
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layer of this advanced network that ensures even greater security
on upcoming new networks.

Major Contributions

Grounded on the discussed major challenges. The major
participation of this research is below:

Al-Based Anomaly Decentralized

Detection Data
Management

Privacy and Dqta s : Energy Efficiency
Integrity \ Metrics

—
~—
Fig. 4. Exploring Al and Blockchain Innovation

Al-Based Anomaly Detection: Through this paper, it can be
concluded that Al-based approaches and anomaly detection more
specifically have dramatically improved real-time accuracy of threat
detection from low-power loT devices operating in 5G networks.
Decentralized Data Management: It is basically about the use of
blockchain technology for providing decentralized energy-efficient
data security to the IoT devices that makes it better than

a central authority.

Al and Blockchain: The paper discusses Al in the context of
blockchain as a way of balancing the security with energy efficiency
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while hinting towards low-power approaches such as Proof-of-
Enough-Work (PoEW) and Lightweight DAG structures.

These identify real risks such as restricted access and Distributed
Denial of Service attacks that will be best mitigated with the
application of Al and blockchain technologies within loT networks.
Privacy and Data Integrity: This paper has illustrated how the
integration of Al and blockchain improves the user's privacy and
data integrity in smart loT applications so that users have greater
control over their data.

Energy Efficiency Metrics: It thus provides central metrics of
energy efficiency on Al-blockchain security systems for the balance
between security and minimal energy use.

Research Questions:
To what extent can Al anomaly-

based detection contribute to online pr T B
threats for 5G, Low-power loT y oy '
reat _
devices2. How do the blockchains aabb
. . . y Security and
aid in the design of decentralized Energy Efficiency
.. . Balance
energy-efficient mechanisms for loT 8 :
4 ockchgln
data security for the 5G scale? Mechanisms

e Up to what extent the balance | i
_ etection

between hybrid Al and
Blockchain balance security and

energy efficiency in Low-power
loT can be?
Which of the above threat through the 5G IoT
is best to address via Al/Blockchain?
Fig. 5. Enhancing Security with Al and Blockchain
e Is it safe or detrimental to smart loT applications data
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privacy/integrity if Al blockchain has a deeper integration?

e What are most related metrics which can measure assessments
on the energy efficiency on Al blockchain security pertaining
over [oT?

Methodology:
This paper uses the methodology of a literature review to examine
the dominant security threats to personal [oT devices in 5G
networks, 5GBN. This literature review will identify the existing
privacy challenges, possible solutions, and areas of future work. The
methodology includes well-defined criteria for inclusion and
exclusion into the selection of a database and application of the
emergent technologies- Al, ML, and blockchain to the
comprehensive analysis of risk against security protection of loT
within 5G networks.
Exclusions criteria
After determining the research area, specific inclusion and exclusion
criteria were developed to guide the selection of articles in this
study. Such criteria keep the research focused and pertinent to the
topic at hand. Moreover, they are useful in the formulation of
appropriate search terms to be used in the searching of databases
for relevant literature. The exclusion criteria are as follows with brief
descriptions for each:

e Knowing well the fact that the loT industry grew rapidly, this
study narrowed its scope of study and limited its use of articles
written after 2009. Although the term "loT" was coined ages
before the selection period began, research also showed the
adoption rate of loT devices also started booming between 2008
and 2009, when it hit the global population of interconnected
devices. It was third-generation (3G) wireless technology in 2009,
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which made it history as loT went mainstream for a wider
population. Since 3G is phasing out, with 5G launched only in
2019, the focus on this period ensures that the research would
cover modern loT developments relevant to today's
technological landscape.

e Since this research is more focused on 5G-enabled loT networks,
the current technologies such as 4G and legacy systems are out
of the picture so as to keep focus only on the specific security
consideration as well as capabilities within a 5G network.

e |It's like personal and industrial 10T applications belong to the
same characteristics as it mainly emphasizes the security
application of personal loT devices. Based on their privacy,
security, and usability issues, personal IoT devices are separated
from the industrial application of the loT devices.

e Legislation does touch on parts of loT security and privacy;
however, the actual research covered here does not look at
legislation or any other legal obligations associated with the use
of loT or the communications of networks. The focus here is
rather much more on technical solutions applied to security and
privacy concerning personal usage with devices featuring loT,
not concerns to state-specific compliance requirements nor
even international regulatory obligations.

Inclusions criteria:

Below is a list of the inclusion criteria that makes an in-depth

analysis of the research questions articulated.

e User-centric problem Since identified significant security
challenge for loT data results from the use of low-power loT
Devices by users, there is a need to study the role of individual

users.

545



Vol. 2 No. 3 (2024)

Spectrum of Engineering Sciences

Online ISSN

3007-3138
SPECTRUM OF Brint 1SSN
ENGINEERING [ 3007-312x

SCIENCES

e Contemporary computer technologies. Since the increasing use
of contemporary technologies is based on blockchain, Al, and
ML, it logically follows that such technologies ought not to be
excluded simply to determine how those technologies can be
used constructively to improve protection and vulnerabilities
that can be identified based on their use.

e Sensitivity and privacy of the data of loT devices Since the paper
to be reviewed addresses data privacy and sensitivity of the loT
devices over 5GBN, this also calls for embedding within the
Character of loT. Since it is their characteristics that one of the
key reasons through which loT devices are violated, then there is
a need to embed the characteristics of loT.

e The 5G networks beyond. While researchers are already studying
the applications related to 5G, studies on networks further
ahead are pretty basic already in progress.

e Security protocols for personal |oT devices: These are security
protocols developed to enhance the safety of products, services,
and systems through clear specifications, procedures, and best
practices. Security protocols for personal loT devices will be
analyzed to point out specific areas that need improvement.
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Conclusion

Future Directions\
Analysis \
Al and Blockchain \
Methodology \
Background \

Fig. 6 Outline of Paper

Database selection and Search strategy:

A thorough literature search was done for proper identification of
the research questions. Since the inclusion and exclusion criteria
had been outlined above, the focused publication search was for
the year of publication 2005-2023.However journal articles that had
been printed and disseminated since as far back as 1989 were also
included to help with the provision of pertinent history regarding
internet privacy an indispensable aspect of loT privacy Google
Scholar, IEEE Xplore, and Scopus was applied to identify the
thematic trend of articles picked from these periods. | sourced the
titles, keywords, and abstracts of these shortlisted papers for them
to be analyzed thematically. From my search, | narrowed down to
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networks.

Strategic Technologies for Securing lIoT Networks:

The major areas that have been identified by researchers for
emerging networks. These areas include Privacy and Security, which
comprise authentication, access control, malicious behavior,
encryption, and communications. With  the increasing
advancements toward futuristic networks, there is a growing
interest in a research area for the deployment of modern digital
technologies including Al, ML, as well as blockchain  on the
improvement of security pertaining to these low-powered loT
devices XV xv xavi xail This paper will focus on and evaluate these
three significant technologies based on their pros and cons and
their reliability for improving the security of personal IoT devices in
5G-based networks.
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Fig 7. Strategic Technologies for Securing loT Networks

Artificial Intelligence (Al):

In an Al-based IoT system, the decisions will have to be made
ahead of an undesirable event that may emerge. It may happen
only if there exist robust Al models in l0T. Secondly, a network must
consider solving the complication of security within its context to
further strengthen it**!" In all possibilities, there might exist more
than one Al-based framework of IoT. There are some important
methods and frameworks in all these past searches related to this
studyxx ¢ d di Al can make things more accurate and run more
smoothly. Moreover, it can analyze systems better." It has been
proved that the large amounts of real-time data from loT devices
help Al systems become more precise.V Integrating the Al and its
methods allow IoT technology to grow to its real potential. The
technologies within loT are developed mostly with not-so-great
arrangements for security and, hence Al implementation can play
major roles while dealing with cyber threats.
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The application of Al in one way or the other, it is definitely the
most widely used and applied form of defense and cybersecurity
technology. This being the case, 69% of the 850 senior IT executives
interviewed told that Al will become efficient even enough to reply
to Digital assault in a right way, and 61% believe that Al is going to
prove critical when it comes to threat discovery ¢, . All of these
stats seem to point in an incredibly strong direction: intense
reliance on Al as enhancement addition for cybersecurity. However,
the problem in basing the reliance fully on Al as a silver bullet
solution to most dilemmas in the cybersecurity context remains
inappropriate. Issues at the more integrated and growing positions
may negatively affect the work of Al not only to be effective as a
device for developing security but for the misuse of cyber-thieves
themselves <,

Match, functionality and application put up an entirely
different perspective and view when it comes to the true role Al is
playing in addressing issues concerning cybersecurity. In essence
one of the key benefits of Al is that it works and learns things
without all-time monitoring of humans. It would be a programmed
machine doing that specific task and performing the relevant
checks where it needs a human to do individually . Simulation of
an operation of a neural network, commonly defined as a
statistically weighed matrix, makes Al act very close to human
decision, giving systematic and rationalized considerations about
the options.

It is an only framework of deciding through a neural network and
deep learning applied in Al. The nodes within that network are

linked functions as the weighted biases at different stages of
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filtering, assigning the relative values to the diverse rules based on
other rules. After the dataset precompiled, it gets saved into any
database the given neural network can access. As the system is
assimilating prior decisions into information and absorbing new
data, it clarifies and develops its understanding about the given
task. Based on the absorbed data, artificial intelligence makes biases
but with a strategy to create answers according to the analysis of
observations. However, that happens in a computerized manner,
but the arising biases are part of an algorithm that exists within the
design of a model on which ones to include and which to exclude.
Therefore, the data to be used here follows all these design
requirements and is therefore relevant. However much Al helps in
the automation process it has other key characteristics, which in
turn add its effectiveness, but also work against its effectiveness.

One key weakness of Al in the field of cybersecurity is its lack
of accuracy . What an Al can do depends on the resources it has. A
big neural network, which makes many decisions, requires many
processing resources . Most of the devices in the loT cannot
execute sophisticated calculations, Hence, Al needs to be pushed
further down into the loT network stack, for example at the edge .
Despite that, since Al can be given to related systems, such systems
also face resource constraints which mean they cannot handle the
substantial data demands Al requires. .

In response to these capacity constraints, the accuracy of Al
needs to be compromised in order to produce systems that are
either over-protective in that they would enforce too strong rules or
would fail to detect any malicious activity appropriately V. If it is
overly restrictive, such a system would block rightful usage
especially when loT is associated with a highly automated
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environment. This could be prevented by relaxing the regulations *¥
hence leaving entry points to vulnerabilities.
Machine Learning (ML):
Popularly known as machine learning, it has widely been
implemented and used in the application of different everyday
applications toward the improvement of security and privacy in
cyberspace. Algorithms that would predict outcomes with data and
statistical analysis would be created, such that the creation of rules
will govern its operation. For this reason, it is used like a tool for
power over cybercrime. These policies enable ML to make
instantaneous decisions for security and privacy augmentation .
One of the best examples that are practiced in everyday life using
ML is spam email filtering wherein the algorithm is utilized to
classify the email address®. The context of 10T is quite different
from an email. The application of ML to loT security is basically
similar, however. Rules can be defined for creating filters that
improve the security of the devices without programming itself it
ML is that technique which is applied with Al; it tells
computers applying numerous algorithms that enable to learn
based on their past experiences without explicit programming of
the data. With much less interference of human entities and not so
critical mathematical algorithm dynamic networks will be safer due
to usage of ML. In very recent periods improvement has gained
momentum towards safety in l0Ts, it is very much essential these
days the machine learning methodologies can hence be used to
predict variety of different loT attacks early on by observing system
behavior ®* Such kind of studies have been done in the recent past
for edge computing networks ©*, supply chain ®, UAV networks &
il and Vehicular networks @V “Vto Discuss some areas. For the
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smart attack detection on loT devices and a clear strategy to build
the defense mechanism, among ML techniques, it comprises of
supervised techniques, unsupervised techniques, and reinforcement
learning. The most used type of learning. Such supplemented
learning has two variations, that is, classifications and regressions.
Achieving 5G with Al would be perfect since the IoT key entities like
machine learning algorithms are on demand now and would
improve healthcare several fold ®,

While ML is of great value in propelling the state of
cybersecurity forward for 10T devices, it does have some significant
drawbacks that lessen its ability to function as an effective stand-
alone solution to cybercrime. For example, a cyber-criminal could
exploit the vulnerabilities of a system through misuse using the
help of ML. Through ML, criminals can continue probing a system
until it learns its defenses from all these attempts. Such probing
insight, eventually, can be useful for a breach to a system. While this
may pose some threats, the authors in ®I" argue that ML should be
seen as an inevitable part of cybersecurity tools in which enormous
advantages exist in protecting the loT device.

Blockchain:

According to ®ii A blockchain is a decentralized, open-to-all-view
database which cannot be easily changed, and hence it is trustable.
It uses the network of computers to save data without any central
authority. It offers strong ways for verifying identities, managing
access to information, and letting users communicate with each
other. Further, features such as rule-based agreement, smart
contracts, and encryption make it even more secure and reliable.
oxix - Blockchain still has some major drawbacks at present that are
not applicable in loT applications on advanced networks. Another
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very important challenge is the slow processing speed of
transactions ©* @ oxiignd g lack of scalability @i, ©V for which
solutions are discussed concerning the security concerns below.
Research is well in place to cover these areas, though it creates an
issue about how blockchain, in its current form, cannot secure IoT
data for the coming 5GBN.

Blockchain “**¥can be a vehicle to bring in trust with enhanced
security features for the 5G loT system. It could expedite data
exchange while reducing its cost by the introduction of a
cryptographic encryption system to the architecture.  The
immutability and accountability that blockchain can ensure for the
system are marvelous ®“*' Blockchain integrated 5G loT can bring
revolution to industrial l1oT, Unmanned Autonomous Vehicle (UAV),
and so @i Blockchain and 5G loT can also be integrated with
deep learning.®*" The architecture includes the device layer,
blockchain network, 5G mobile network, and cloud network |t
supports the transmission of data at the speed of 5G through a
smart contract. Again, 5G loT can be integrated with 5G mm-wave
technology to design its processing center, object processor,
sensing regions and application layer “These layers use cloud
storage and a 5G network to supply services like education, fire
station, transportation, factories, etc.

An additional two critical needs for 10T in advanced networks
are very-high speed data transfer and extreme scalability. Although
it has ensured security, blockchain lags a bit in performance and will
still be a challenge if required to be used: As an example, while
processing seven transactions per second only, Bitcoin is found
feasible . Since an RTDPN must produce results in real-time as
well, the delayed response time of a block-transaction in blockchain

560



Vol. 2 No. 3 (2024)

Spectrum of Engineering Sciences

Online ISSN

3007-3138
SPECTRUM OF

Print ISSN
| 3007-312X

ENGINEERING
SCIENCES

may actually end up being a source of concern. The delay is
basically because blockchain is a database; the larger the database,
the slower the response times, especially in decentralized
networks ™" iiCentralized traditional database processes faster
because it is managed by a person, organizations, or a group. The
control blockchain transfers across the network. This is the reason
why the transactions take time v ov oivi

Even though it has witnessed such a great number of strides
developed in recent research @i, oVii gnd ix and its well-known
advantages as an instrument of cybersecurity, increased adoption
made blockchain a prime target for hacking attacks . Indeed,
blockchain technology includes notable security and privacy
measures, but blockchain is also susceptible to some threats that
undermine data privacy. Some of the most famous is the "51%
attack”, through which a malicious party becomes in control of
more than half of the blockchain ledger, thus allowing this
particular party to alter records concerning transactions. Solutions
have also been proposed to reduce that risk . Their effectiveness
for loT devices within a future network, however still waits for
further research to become confirmed.

The second is the forking attack, which is an attempt by an
attacker to build an alternative chain that competes with the
legitimate blockchain. In the event of its success, it might enable
fraudulent transactions; however, when it is a "hard fork," the attack
becomes irreversible, which is quite dangerous for users of personal
loT devices . Further concerns are raised in “", where the authors
say that a combination of blockchain with those wireless networks
sharing the database expose security vulnerabilities to the additive
security risks. Such risks include cyberattacks where hackers
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introduce secret nodes that yield MIM attacks or even spectrum
hijacking, showing that after all, blockchain needs to continue
evolving further in its security capabilities.

In summary, therefore, while the technologies that constitute
contemporary digital discussed can increase security of personal loT
devices in 5G networks, each one has a weakness that presents
security threats. As it is noted earlier, such IoT devices usually lack
the enough computing power needed to accommodate such
technologies, thus this leading to late implementation at the
network stack. This therefore leaves the physical layer, on which
personal [oT devices will operate, vulnerable to possible
exploitation. However, all of the current digital technologies are still
important constituents of loT security. While the research authors of
dvand & describe inspirational remedies for the scalability challenge
facing blockchain, found within this paper, its proposed
implementation is likely impractically constrained. In fact, even
more related work, which is described in “'shows that firms have a
preference not to utilize proof-of-work-based models more
fundamentally for their probabilistic nature and vulnerability
towards the possibility of a double-spending attack. Most probably,
future blockchain applications for loT will be consortium
blockchains, as described in,“along with the methods developed
by *> and™* which further reduce transactional costs and improve
network scalabilities so that the whole network is more adapted
towards the rapidly expanding market for loT. Hence, additional
research in this domain has to be conducted. As these technologies
are further advanced, regulating such devices and ensuring the
same ensures safe data communication between these devices will
become significant in keeping personal loT safe. Although modern

562



Vol. 2 No. 3 (2024)

Spectrum of Engineering Sciences

Online ISSN

3007-3138
SPECTRUM OF e
ENGINEERING [ 3007-312x

SCIENCES

digital technologies are capable of strengthening the security level
of devices, a deficiency in practical and widely applicable standards
can weaken the benefit of the technologies if devices themselves
are not inherently secure. Summary, therefore, while the
technologies that comprise contemporary digital discussed above
are capable of enhancing the security of personal loT devices on 5G
networks, each one has a vulnerability that poses a security risk. As
already highlighted, the present loT devices lack computing powers
that would be necessary in the deployment of such technologies.
Therefore, there's late implementation in the network stack. This
therefore makes it leave the physical layer open to exploitation for
any loT devices deployed as personal. Still, all the aforementioned
digital technologies remain an integral part of the security of loTs.
Although the research authors of ™*and *document inspirational
remedies for the scalability challenge faced by blockchain, found
within this paper, its proposed implementation is probably
impractically constrained. Further related work, in fact, documents
in Mishows that firms prefer not to use models based on proof-of-
work more fundamentally for their probabilistic nature and
susceptibility to the possibility of a double-spending attack. Most
probably, the future blockchain applications for loT will be
consortium blockchains, as depicted in “*as well as the methods

which also further lower the transaction costs

invented by '**and
and make the network more scalable in such a way that it can adapt
to the quickly growing market of IoT.

As these technologies advance further, regulation of the
devices and the requirement to make sure that safe data
communication occurs will prove to be of utmost importance for

personal loT devices safety. As much as current digital technologies
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may enhance security in a device, technology is futile if the very
devices on which it is designed to reside are not naturally secure,
especially when their lack of standards makes application
impractical or impossible on a mass scale.

Significant Outcomes and Future Research

Today's networks, personal loT devices rely highly on the
developers and the users handling personal data collected by the
devices. However, since most of the personal loT devices lack
cryptographic functions and because there is a need to reduce
energy usage due to minimal power usage, these personal data and
other sensitive information such as biometric data are vulnerable to
cyber-attacks. The current security paradigm does raise several
important questions in the light of the improved battery life and
microprocessor performance, for this lack of device-level encryption.
Too many devices are easily breached because of a lack of security,
and serious breaches await users. Feasibility of physical layer
encryption in the light of improvements in battery and
microprocessor technology is worth further study.

Technologies like Al, ML, and blockchain have been used to
enhance data security. However, though promising, these
technologies are found to be ineffective in securing low-power
personal 1oT devices and, more importantly, cybercriminals have
also thrived on their popularity and exploitation. These digital
technologies are what low-power IoT devices rely on for security;
therefore, any failure in these technologies may expose the devices
to cyber threats. The current blockchain is also not suitable for
handling high speeds required by 5G networks, which have to
process data fast. While research is ongoing to solve these
limitations, it requires significant work to be made viable and secure.

564



Vol. 2 No. 3 (2024)

Spectrum of Engineering Sciences

Online ISSN

3007-3138

Print ISSN
ENGINEERING [ Soeratax

SCIENCES

SPECTRUM OF

These technologies may help cybercriminals seize vulnerabilities of
the devices and network, which needs to be defended very strongly.

Current standards are too weak to ensure the confidentiality

of 1oT data of an individual. With constantly evolving and existing
standards, an inconsistency and gap in solutioning loT security exist.
The urgency for an internationally applicable unified set of
standards exists for the sake of stronger loT devices' security on 5G
networks. More importantly, standards for personal IoT that involve
full security aspects must be established even though IoT standards
in electrical and communication safety already exist in the regions
of Australia. Even though the security standards were determined
collaboratively between Australia and other countries, there should
still be uniform minimum standards across the globe to ensure that
privacy and security are not compromised based on location.

In summary, the major outcomes of this study are as follows:

e Al for Real-Time Anomaly Detection: Al research using the
model, like LSTM has promising power in the real-time
detection of anomalies and threats. There is an important need
as 5G requires extremely low latency that is absolutely
imperative for loT, and the curbing of cyber threats by the Al-
based method of anomaly detection won't let the energy
consumption in the loT devices become excessively high.

e Blockchain for Decentralized Security: the blockchain technology
hosts an opportunity for securing decentralized data and
offering assurance on privacy as well as integrity without any
type of actual centralized authority. With respect to loT's dream
of using almost minimal amounts of energy: security due to
decentralization and zero tax on any such device resource.
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e According to the research, this will balance well energy
efficiency and security of the system. For example, the
deployment of lightweight consensus protocols such as PoEW
and DAGs in developing better Al models for IoT networks will
be key.

e In case of loT, the primary consideration would be about the
energy efficiency since IoT is going to rely on the main low-
power devices. As per this paper, Al and blockchain-based
security systems are designed to be optimized in a way that will
consume minimal power to make security scalable for future
applications on 6G networks.

e Conclusion/Future Directions: The paper finally recommends
further research to fully develop these technologies for mass
deployment in |oT. Further studies on reducing the
computational demand of blockchain and Al, security
enhancements, and efficiency improvements of 5G infrastructure
are recommended in this paper.

e It enlightens the integration of Al and blockchain to provide
strong, scalable security for low-power loT devices in 5G
networks. The work on decentralized and energy-efficient
solutions is really important as it speaks of the critical need to
secure an increasingly vast loT ecosystem.

Conclusion

This research addresses to the demand of the ever-key security

threats that low power loT devices will face in the 5G network

architecture. This is especially due to increasingly connected
numbers of 10T devices all over the world with significant ongoing
security weaknesses, where most of devices are mounted in the
majority of houses and even in critical structures, health systems.
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The other considered security framework is blockchain/Al- a
combination of strengths from both.Al anomaly detection in real-
time and blockchain decentralized integrity of data. This paper
discusses major security threats and emerging technologies, which
include blockchain, Al in the context of the 5G ecosystem. All
reviews are based on strict criteria that have been applied to
relevant research studies to serve as the basis on how energy
efficiency and scalability can be incorporated into the security
solutions designed for loT networks. Results of the combined effect
of Al with blockchain will be there for securing the loT systems,
through optimum balancing between energy efficiency and strong
data protection. Al, in real-time, strengthens the process of threat
detection, and blockchain offers decentralized data management,
thereby eliminating unauthorized access so that integrity of the
data is preserved. Still, there arise some problems owing to low
computational capability of 10T devices on large-scale deployment.
There will be a requirement for more research and development in
the architecture of blockchain and Al to reduce computational
requirements while scaling up. Besides this, there will be an even
greater need for standardizing security protocols all over loT. This
will lead to a necessity of protecting some sensitive data that is
applicable application-to-application. Interconnections become
more common in life due to loT as well as 5G. Security solutions
entail innovation and energy efficiency to protect user privacy in the
network.
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