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Abstract
Transportation is a crucial aspect of our lives; it is needed, much
like water and food, and it has an impact on our lives, but it must
be handled by intelligent systems. As Automotive Vehicles (AVs)
are depending on sensing, communication and artificial
intelligence, therefore, AVs are attractive targets for cyber-attacks.
Essentially, the amount to which automotive cybersecurity is
implemented, particularly essential security that protects systems
from unauthorized access, determines the safety of road users and
automobiles. In the future, it will be entirely handled by objects
rather than people, thus, we must begin and enhance (Vehicle-to-
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Vehicle) V2V technology in order to increase safety. The goal of
research is to conduct a systematic evaluation of the literature in
order to identify the security issues or risks or challenges in V2V
communication and identification of practices/recommendations.
Our present study established a Multivocal Literature Review (MLR)
protocol to improve security challenges in the context of V2V
communication. The protocol is presently in its implementation
phase to improve V2V communication. This MLR is supposed to
produce a list of security problems, as well as solutions to those
challenges. This will also point the way for future study in this area.
Keywords: Automotive cybersecurity, automotive vehicles, V2V
communication, cyber-attacks, multivocal literature review.
Introduction
What is Cybersecurity?
Cybersecurity can be defined as it related to the defense of various
information systems (related infrastructure, software and hardware)
the information on them and the services they provide from
misuse, harmful elements and unauthorized access.

Due to the rapid growth in information technology (IT) and
on another side general falling off in the cost of technology,
further ICT users are joining cyberspace. According to [2]
cyberspace is the dependent relationship between humans (cyber
users) and linked systems (networks) which are interacting with this
space. Therefore cyberspace is a virtual network where ICT devices
and computers are linked with users, devices and networks [3]. For
different activities cyber users are interacting to cyberspace, these
activities can be, socializing, educational purposes and
communication. Educational institutions are taking benefits of
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technology to improve learning methods and educational teaching
[4, 5].

When we talk about cyber offences, we generally tell about
two main categories of crime: in the first a device joined the
network is the target of crime this is the occurrence of various
types of attacks on network integrity, availability and
confidentiality. The second category have traditional crimes like
cheating, forgery and theft which are performed through the help
by means of computers joined the network, communication
technology, associated information and computer networks. Cyber
offences ranges from computer falsification, theft and fraud to
violation of secrecy, the circulation of falsification of prostitution,
harmful content and sorted crime [6].

In industry four, working machines are connected into the
network through smart devices, due to which various types of
cyber-attacks have grown rapidly [7]. As evidence the study
conducted by Engineering Employees Federation in 2018 on Cyber
security reveal that 48% of the constructor were identified
pompous by Cyber offensive.

As Automotive Vehicles (AVs) are depending on sensing,
communication and artificial intelligence, AVs are attractive targets
for cyber-attacks [8]. Without formal safety automated vehicles are
going. These vehicles are equipping with software and electronic
technology that work flawlessly and reliably, while taking decision
superior to a human. But the truth is: no protection without
security. Basically the safety of road users and the safety vehicles is
only as successful as the scope to which the applied automotive
cybersecurity [9] and especially its important safety which preserve
systems from unauthorized access.
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The area of V2V (Vehicle to Vehicle) technology is rapidly
expanding and to address the demands of transportation of
nationals embody the advancement of economic growth and
technology. Due to development of several cities and global
mobility which have importantly enlarged the amount of vehicles
on roads [10]. Due to increase in the range of vehicles there is an
enormous increase in pollution and waste of time is happening
and the degrees of traffic freak have increased as well. However,
the pedestrians also face the safety warning from traffic accidents
[11]. “VANETs are posing a real security threat that has to be
addressed, especially with the V2V broadcast communications.
Many attacks may occur with different damage levels and
threatening vehicles safety on roads” [12].
Types of Vehicular Communication
The following are various types of vehicular communication.
V2V (Vehicle-To-Vehicle)
V2X (Vehicle-To-Everything)
V2I (Vehicle-To-Infrastructure)

As reported by Upstream Security [13] By 2025 the modern
vehicles will be shipped linked, possibility of not only connected or
localization assistance but the acquisition of V2X (vehicle-2-X)
paradigm. This phrase concerns to the car ability to exchange and
communicate information with other vehicles, infrastructure and
pedestrians. These types are also shown in the following diagram.
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Figure 1: Types of Vehicular Communication [14]
V2V (Vehicle-To-Vehicle) Communication
It refers to IVC (inter-vehicle communication) which accepts the
vehicles to communicate with each other and can share the
meaningful data regarding accidents, speed limits and traffic
congestion [15]. Vehicle to vehicle communication can generate
the network by interlinked various devices (vehicles) using a mesh
(full or partial) topology [16].
V2I (Vehicle-To-Infrastructure) Communication
It is also called roadside-to-vehicle communication (RVC) and
allows the vehicle to influence with the RSUs (Road Side Units). It
can help in detecting cameras, lane markers, parking meters and
traffic lights [17]. The communication of vehicles with structure is
wireless, bidirectional and ad-hoc [18]. The data gathered or
gained from the structure are used for traffic management and
supervision.
V2X (Vehicle-To-Everything) Communication
Vehicle to everything communication accepts the vehicles to
interact with other nodes such as pedestrians (V2P), roadside (V2R),
grid (V2G) and devices (V2D) [19]. This type of communication is
used to stop road accidents with risk cyclists, motorcyclists and
pedestrians [20]. This communication permit the Pedestrian
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Collision Warning (PCW) procedure to inform the traveler on
roadside previously any serious accident takes place [15].
Overview of V2V
Objective of V2V is to supply drivers with important details and
warn them regarding incident in real time. Using dedicated short
range radio communication (DSRC) technology [21], cars will
interact with each other, electronically broadcast data like the
fastness of the cars, GPS location, route, track history and vehicle
control information, brake status, steering wheel angle and
transmission state. It is estimated that V2V communication will be
common in ordinary cars or vehicles by 2020 “Although increased
connectivity brings advantages in efficiency, the notion of a
uniform wireless transportation infrastructure is a great concern”.
Before we check wireless transportation infrastructure,
cybersecurity risks in today or modern vehicles deserve greater
scrutiny [22]. Vehicle-to-Vehicle communication messages
described by National Highway Traffic Safety Administration
(NHTSA) as basic safety messages (BSMs) that correspond to
messages passed between vehicles about dynamic information
such as speed, location and headings [23].Some applications are
discussed below.
Traffic Safety: DSRC technology can be used to improve traffic
safety [24]. It allows vehicles to detect the barriers and to avoid
collision accidents on the roads [25]. With the help of DSRC, the
vehicle can detect a sharp curve and warn other cars [26]. If an
accident happens on the road, the vehicles can transmit an alert
message to other vehicles to avoid collisions.
Traffic Management System: DSRC can help establish a traffic
management system which includes highway fleet management,
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safe overtaking, etc.. The vehicles can safely overtake and maintain
a desired gap during lane changes [27]. If a particular vehicle wants
to change its lane, it will send the request to other vehicles for lane
change. Therefore, the vehicle can perfectly manage the traffic
using DSRC communication.
Vehicle Management: DSRC can be used to identify registered
vehicles and provide an automatic pass to them. Hence,
trespassing with a non-registered vehicle can be blocked [28].
Problem Statement and Research Questions
There are lack of comprehensive and multivocal analyses of the
literature on the cyber-attacks on connected and autonomous
vehicles (CAVs), predicted preparedness, mitigating techniques,
and future research directions [29, 30]. “Cybersecurity, a biggest
threat to AVs must be given critical importance right from the
“Design” stage and embedded in the culture of development and
maintenance. Cyber threats if less addressed can have severe
consequences for the operations of companies (functions,
reputation and assets) [31].” Transportation is an important aspect
of our lives; it is essential, like water and food, and it has an impact
on our lives; however, it must be managed by intelligent systems.
In the future, it will be entirely managed by things rather than
humans; therefore, we must begin and improve V2V and V2I
technologies to improve safety [32]. Therefore in this research we
will address challenges or issues in V2V communication and will
provide solution or practices to these challenges. For this purpose,
we formulated the below two questions. Through these questions,
by RQ1, we will identify the challenges that V2V communication
are facing while via RQ2, we will identify the relevant practices for
the challenges that are identifying through RQ1.
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RQ1: What are the Cybersecurity challenges in V2V
Communication from Software Engineering Perspective? The
purpose of this question is to identify a list of cybersecurity
challenges and to analyze each challenge, to be addressed.
RQ2: What are the recommendations/solutions that can be
implemented to address the cybersecurity challenges? The purpose
of this question is to identify the best possible solutions for
addressing the cybersecurity challenges.
Constructing Search Term
We reported the PICO criteria from the literature as the first stage
in creating the search string [33]. To find basic keywords and create
search strings based on study questions, use PICO (Population,
Intervention, Comparison, and Outcomes).
Population: Cybersecurity, Automotive cybersecurity, V2V
communication
Interventions:Vehicle-To-Vehicle
Strategies/models/solutions/techniques
Comparison: The current study do not perform any comparison
Outcomes: Secure Vehicle-To-Vehicle communication
Research Methodology: Multivocal Literature Review
Multivocal Literature Review was performed during the first phase
of this research. Multivocal literature review will be used to address
the study Questions. We have used MLR guidelines for this study
[34]. To accomplish the study aims, we performed a Multivocal
Literature Review (MLR) to discover relevant studies in both the
formal and grey literature. MLR procedure has been adopted by
other researchers as well [35]. We discovered the cybersecurity
challenges and its practices to improve secure V2V communication.
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We discussed the various phases of MLR in the subsequent
sections in detail.
Search Strategy
Trial Search
We designed a search string, given below, to identify the
cybersecurity risks, challenges, threats in V2V communication and
practices or solutions to these challenges. We entitled this search
string as Trial Search.
Trial Search: (“Cybersecurity in V2V communication” OR “V2V
communication” OR “Information security in V2V communication”)
AND ( “Cybersecurity risks” OR “Cybersecurity challenges” OR
“Cybersecurity issues” OR Practices OR Solutions OR guidelines).

This query was submitted to Science Direct, IEEE Xplore,
Springer Link, and ACM. We also used Google Scholar, a web-
based search engine, to execute this search phrase. We squeezed
the search string for Google Scholar only, as follow.

(“Cybersecurity in V2V communication” OR “V2V
communication” OR “Information security in V2V communication”)
AND ( “Cybersecurity risks” OR “Cybersecurity challenges” ).
The number of search results for each database and search engine
is shown in Table 01.
Resources to be Searched (Formal Academic Literature)
• IEEE Xplore (http://ieeexplore.ieee.org)
• ACM digital library ((http://dl.acm.org)
• ScienceDirect (http://www.sciencedirect.com)
• Springer Link (http://link.springer.com)
• Google Scholar (http://www.google.com), engine
Resources to be searched (Grey Literature)
• LinkedIn Automotive Cybersecurity groups/pages

http://www.google.com
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• Facebook Automotive Cybersecurity groups/pages
• Annual reports generated by top 5 automotive companies in
the world.
• Most popular blogs on automotive vehicles.
• Google
Facebook Automotive Cybersecurity groups/pages
Table 01: Facebook related groups about V2V communication
S.N
o

Name and web-links of relevant facebook
groups/pages

Total
number
of
membe
rs

01 Automotive Vehicles
(https://www.facebook.com/Automotiveindustri/)

171

02 Automotive Cybersecurity
(https://www.facebook.com/groups/65369144871
7220/?ref=share)

29

03 ASOL Automotives
(https://ww.facebook.com/ASOLautomotive/)

55,060

LinkedIn Automotive Cybersecurity groups/pages
TablE 02: LinkedIn related groups about V2V communication
S.N
o

Name and web-links of relevant LinkedIn
groups/pages

Total
number
of
member
s

01 Automotive Security Research Group (ASRG)
(https://www.linkedin.com/company/automotive
-security-research-group/)

5,800
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02 Mexico Automotive Industry 32,300
03 Arilou Automotive Cybersecurity

(https://www.linkedin.com/company/arilou/)
3,400

04 (AIAG) Automotive Industry Action Group
(https://www.linkedin.com/company/aiag/)

21,700

05 Automotive Cybersecurity Network (ACSN)
(https://www.linkedin.com/company/automotive
-cybersecurity-network-acsn/)

1,304

06 Automotive Industry
(https://www.linkedin.com/company/automotive
-industry)

5,424

07 Italy Automotive Industry 1,422
08 ISO/SAE 21434 Automotive Cybersecurity

(https://www.linkedin.com/groups/893856)
547

09 Sewell Automotive Companies
(https://www.linkedin.com/company/sewell-
automotive-companies/)

9,205

10 Cyber Security for Automotive
(https://www.linkedin.com/groups/8585300)

1,440

Search Results
Table 03: Search Results

Search string Digital Libraries Total
Results

(“Cybersecurity in V2V
communication” OR “V2V
communication” OR
“Information security in V2V

Science Direct 880
Springer Link 280
ACM 245
IEEE Xplore 534
Google Scholar 127
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Search Constraints and Validation
We are searching for all published papers related to our research
and hence don’t put any date boundaries. A prior search was
conducted using a set of major search terms (“Cybersecurity in V2V
communication” OR “V2V communication” OR “Information
security in V2V communication”) AND (“Cybersecurity risks” OR
“Cybersecurity challenges” OR “Cybersecurity issues” OR Practices
OR Solutions OR guidelines) and we found certain relevant papers
on CiteSeer digital libraries. Prior to undertake the review process,
these relevant papers will be used for the validation of search
strings.
Search Documentation
Search results will be documented in the format as shown in the
table below.

communication”) AND
( “Cybersecurity risks” OR
“Cybersecurity challenges” OR
“Cybersecurity issues” ).

(Search engine)

Google
(Search engine)

25

Snowballing 78
Total 2169
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Table 04: Search Documentation

Name
of
datab
ase

Search
strategy

Sear
ch
strin
g
no.

Dat
e of
sear
ch

Years
cove
red
by
searc
h

No of
publicat
ions
found

Initial
select
ion
decisi
on

Final
select
ion
Decisi
on

CiteSe
er
Digital
Librar
y

(“Cybersec
urity in V2V
communica
tion” OR
“V2V
communica
tion” OR
“Informatio
n security
in V2V
communica
tion”) AND
(“Cybersec
urity risks”
OR
“Cybersecu
rity
challenges”
OR
“Cybersecu
rity issues”
OR

Trial
Sear
ch

5-
April
-
202
2

All
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Search Result Management
Primary source references will be stored electronically in a separate
directory. The results of each search will be stored in a directory as
html pages, see Appendix-A which contains the search results of
our CVVC protocol. Moreover the primary selection list will be in
the following format taken from our CVVC protocol. It should be
noted that the Tracing no. is the no. found for a particular paper
during its search as shown in Appendix-A. If a paper is referenced
in more than one database, then it will be entered once in the final
selection list to avoid duplication. The “S.No” field of the final list is
the primary key for a paper being selected in the review.
Table 05: Sample of Search Result Management
S.No Tracing

Number Database
Paper Title

01 ACM-6 ACM The Future of Autonomous Cars
in the Daily Life of Cities A
Systematic Mapping Study.

02 SD-73 Science
Direct

Recent Advances in Machine-
Learning Driven Intrusion
Detection in Transportation:
Survey

03 GS-15 Google
Scholar

Security Study of routing
attacks in Vehicular Ad-hoc

Practices
OR
Solutions
OR
guidelines)
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Networks (Autonomous Car)

04 IEEE-3 IEEE Cybersecurity analysis in
Dedicated Short-Range
Communications in vehicular
networks

Publication Selection
This section contains three subsections namely inclusion criteria,
exclusion criteria and the selection of primary sources, in order to
choose only those search results which are relevant to the research
questions. We will only consider papers/reports/books relating to
cybersecurity and vehicle-to-vehicle communication.
Papers/reports/books relating to vehicle-to-infrastructure and
vehicle-to-everything communication will be ignored.
Inclusion Criteria
The inclusion criteria we used to determine which piece of
literature (papers, technical reports, or grey literature) found by the
search term will be used for the data extraction. We will only
consider papers related to Cybersecurity V2V communication. The
criteria are listed below as mentioned.
 Consider articles that specifically focus on cybersecurity V2V
communication.
 Primary studies published in conferences, research
workshops, journals and magazines.
 Studies that are available online in full text
 Studies that are written in English language
 Studies that describe challenges in Cybersecurity V2V
communication.
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 Studies that describe practices/Solutions regarding
Cybersecurity V2V communication.
 Studies that describe Cybersecurity V2V communication.
 Studies which focus on providing solutions/practices to build
a cybersecurity V2V communication.
Exclusion Criteria
This section describes the exclusion criteria in order to decide
which piece of literature found by the search term will be
excluded/ignored. The criteria are listed below:
 Studies those are not relevant to the research questions.
 Studies that don’t describe challenges inside cybersecurity
V2V communication.
 Studies that don’t describe practices for the development of
cybersecurity V2V communication.
 Duplicate studies, only the most recent will be selected.
 Studies that don’t fulfill the aforementioned inclusion criteria.
 Studies written in other than English languages will be
excluded.
Selecting Primary Sources
Initial selection of the primary sources will be performed by
reviewing the title, keywords and abstract. The purpose is to
exclude/ignore only those results which have no relevance to the
problem/research questions. The primary sources chosen in the
initial selection process will be checked against the aforesaid
inclusion/exclusion criteria by reviewing carefully through full text
of the studies. The source will be sent to the secondary reviewer,
for review in case of any uncertainty regarding the inclusion or
exclusion decision. The record of inclusion/exclusion decision
regarding each primary source will be sustained properly. This will
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describe the reasons/justification whether or not the primary
source has been included in the final review.
Quality Assessment Criteria
The assessment criteria are developed to evaluate the quality of
the selected primary studies and remove the research bias. The
quality assessment phase interprets the significance and
completeness of each selected primary study [36, 37]. The QA
criteria checklist provided by Kitchenham and Charters [36] are
analyzed and designed the QA questions. Each selected primary
study evaluated against the quality assessment criteria (QA1-QA8).
Score 1 assigned if the study comprehensively addresses the
quality assessment criteria. Similarly, 0.5 points are assigned to
those who have partially addressed the QA criteria. Studies with no
evidence of addressing the QA criteria are assigned 0 points. The
measurement of quality is performed after final selection of
publications. The quality of publications is assessed in parallel at
the time of data extraction. The quality checklist contains the
following questions:
Table 06: Quality Assessment Criteria’s for the Formal
Literature
No Quality Assessment Criteria’s Choices
QA1 Does the adopted research method

address the research problem?
1/0.5/0

QA2 Does the study have clear research
objectives?

1/0.5/0

QA3 Does the study explicitly discuss the
proposed research approach?

1/0.5/0

QA4 Is the study clearly reported the
findings?

1/0.5/0
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QA5 Does the study present the real-world
implications of the research?

1/0.5/0

QA6 Is it clear how the
challenges/practices, in cybersecurity
V2V communication at industry level,
were identified/ measured/
evaluated? (i.e. whether the
mentioned challenges in the paper
are based on a sound methodology
or not?

1/0.5/0

QA7 Is the paper published in conference
proceeding?

1/0.5/0

QA8 Is the paper published in a journal? 1/0.5/0
In order to achieve the reliability and quality of grey literature, we
will perform quality assessment evaluation as shown in Table 07.
Table 07: Quality Assessment Criteria’s for the Grey Literature

Data Extraction Strategy
Primary Study Data
The purpose of the study is to collect the data, from the
publications, which is focused on satisfying the research questions
for the review. The following data will be extracted from each
publication.

No Criteria Answer
GL-1 Has organization published the study/report? 1/0.5/0
GL-2 Does the study have a clear objective? 1/0.5/0
GL-3 Does the study use a clear methodology? 1/0.5/0
GL-4 Does the study have a unique contribution? 1/0.5/0
GL-5 Are the cybersecurity challenges presented

clearly?
1/0.5/0
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The following table presents the data to be captured in the data
extraction form.
Table 08: Data Extraction Form
Data to be Extracted
 paper ID:
 Title:
 Conference/ journal:
 Digital library:
 Methodology (interview, case study, report, survey, etc):
 Year of Publication:
 Country where the study is conducted:
 Challenges/Issues affecting cybersecurity V2V
communication.
 Practices/Solutions in development of cybersecurity V2V
communication.
Data Extraction Process
The review will be undertaken by a single researcher, who will be
responsible for the data extraction. A secondary reviewer will be
approached for guidance in case of an issue regarding the data
extraction. secondary reviewer will select few publications
randomly from the list of publications already chosen by the
primary reviewer. The secondary reviewer will independently
extract the data from the randomly selected publication. The
results will then be compared with the results produced by the
primary reviewer. Primary Reviewer: Our supervisor at the
University of Malakand, Pakistan.
Data Storage
The summarized data for each publication will be kept as a
Microsoft Word/SPSS document and will be stored electronically.
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Data Synthesis
Due to two research questions, the synthesis will also be
categorized into two parts. For the Research Question1, the data
will be synthesized by creating one summary table having the
columns (S.No, Challenges, Frequency, Percentages) showing the
list of all the challenges along with their frequencies and
percentages. The complete detail of every challenges mentioned in
the Summary table will be recorded in a separate table which will
hold the following the columns (Challenges group name, S.No of
reference, Challenges subgroups, Paper reference/Paper title). For
the Research Question2, the same process will be performed as for
the RQ1 mentioned above.
Analysis and Classifications
Extracted data item information will be tabulated and given a
theme during analysis. The paper related to each theme will be
counted and analyzed. Total extracted data will be saved in Excel
sheets and data will be analyzed using statistical tools, SPSS.
Protocol Validation
The protocol was jointly developed by the authors and then
presented to Software Engineering Research Group (SERG_UOM)
for validation. The underlined comments were incorporated and
the protocol was revised accordingly.
Findings
We designed a search string, given below, to identify the
cybersecurity risks, challenges, threats in V2V communication and
practices or solutions to these challenges. We entitled this search
string as Trial Search. Trial Search: (“Cybersecurity in V2V
communication” OR “V2V communication” OR “Information
security in V2V communication”) AND ( “Cybersecurity risks” OR
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“Cybersecurity challenges” OR “Cybersecurity issues” OR Practices
OR Solutions OR guidelines).

This query was submitted to Science Direct, IEEE Xplore,
Springer Link, and ACM. We also used Google Scholar, a web-
based search engine, to execute this search phrase. We squeezed
the search string for Google Scholar and Google only, as follow.
(“Cybersecurity in V2V communication” OR “V2V communication”
OR “Information security in V2V communication”) AND
( “Cybersecurity risks” OR “Cybersecurity challenges” ).
The number of search results for each database and search
engine is shown in Table 3
Review Timetable
Table 09: Review Timetable
Task Date
Start of the protocol 05-February-2022
Completion of search 12/April/2022
Submission of the protocol
for review

12-August-2022

Completion of the protocol 30/November/2022
Completion of primary study
selection

5/January/2023

Completion of Data
Extraction

14/March/2023

Completion of Data
Synthesis

10/August/2023

Completion of Review
Report

15/December/2023
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Divergences
In case of any divergence from the protocol, which may occur
during the study, we will record any change in a new Appendix to
this document.
Conclusion
It is clarified from the findings of the search phase of the
multivocal literature review that no multivocal literature review
(MLR) or systematic literature review (SLR) is published till now that
can identify the V2V communication challenges or risks or threats
and its solution. In this work, we provide the results of the MLR
protocol, which is the single component of our planned study. The
MLR protocol is currently being implemented. We intend to
achieve the following as our ultimate aim in the future:
 Using MLR and empirical research in the automotive sector,

identify the Vehicle to Vehicle communication problems, risks,
and issues, as well as their practices or solutions for V2V
communication.

 By implementing the practices and guidelines as we will
identifying via literature and validating through an empirical
survey may help the companies to achieve specific goals
regarding V2V communication improvement. To create a
Cybersecurity Challenges Mitigation Model (CCMM) to help
various companies in the automobile sector to assess their
readiness for V2V communication development.
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Appendix-A (Search Results of Cybersecurity challenges for
V2V communication (CCVVC) protocol)
See the attached html pages please. Or contact me on the
provided email addresses if you have queries.
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